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In the MCPTT work item in Release 13, SA3 built a comprehensive list of MCPTT key issues highlighting security threats and requirements for the MCPTT service. In Release 14, the MCPTT service is being expanded to incorporate a Common Service Architecture (MC_ARCH), enhanced MCPTT (eMCPTT), Data (MCData), Video (MCVideo), migration and interconnection (MCSMI) and interoperating with non-LTE services (MCCI).
Many of the key issues identified in Release 13 could be applied to Release 14. It is proposed that rather than rewrite these key issues, key issues are copied from 33.879 into 33.880 as a starting point for further work. 
Below is a proposal for how key issues may be applied to the wider mission critical service. Issues are categorised based on their applicability – either to each service or as commonly applicable across the board.

	Key Issue
	Common
	MC_ARCH
	eMCPTT
	MCData
	MCVideo
	MCSMI
	MCCI

	Configuration & Service Access
	
	X
	
	
	
	X
	

	Group Key Management
	
	
	X
	
	X
	X
	

	Denial of service (on-network)
	X
	
	
	
	
	
	

	Ambient Listening
	
	
	
	
	
	
	

	Data communication security between network entities
	X
	
	
	
	
	
	

	Impersonation (on-network)
	X
	
	
	
	
	
	

	Manipulation (on-network)
	X
	
	
	
	
	
	

	Traffic Analysis (on-network)
	X
	
	
	
	
	
	

	Interception of user traffic  (on-network)
	
	
	X
	
	X
	X
	

	Key Stream Reuse
	
	
	X
	
	X
	X
	

	Late entry to group communication
	
	
	X
	
	X
	X
	

	Private call confidentiality
	
	
	X
	
	X
	X
	

	Denial of service (off network)
	
	
	
	
	
	
	

	Interception of user traffic (off network)
	
	
	
	
	
	
	

	Impersonation (off-network)
	
	
	
	
	
	
	

	Manipulation (off-network)
	
	
	
	
	
	
	

	Traffic analysis (off-network)
	
	
	
	
	
	
	

	Privacy of MCPTT IDs
	X
	
	
	
	
	
	



In the above table I've categorised the key issues from 33.879 based on where they are applicable to Mission Critical work in Release 14. The rationale for the categorisation was as follows:
· [bookmark: _GoBack]Configuration and service access is now part of the Common Architecture. It also applies during migration and interconnection.
· Group management and private call security requirements are only applicable to eMCPTT, MCVideo and MCSMI (where users are migrating or interconnecting with other systems).
· On-network key issues relating to DoS, Impersonation, Manipulation, Traffic Analysis, Privacy and interconnections between MC servers are common to all MC services.
· Off-network and Ambient listening key issues are not yet included until the scope of work in this area within Rel-14 is clear.
This categorisation of key issues is implemented in S3-161056.
